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BE ONLINE SHOPPING SAVVY 

IS THAT CAR REALLY FOR SALE? 

In recent weeks, Essex Police has seen a increase in 

residents purchasing vehicles online and paying the full 

amount without ever having seen the car in person. 

When they arrive to collect the vehicle, it does not exist.  
 

TOP TIPS 

• Always view and test drive the car before buying - arrange to view in the 

daylight, preferably when it’s dry. Make sure you’re insured and test drive the car for 

about 15 minutes on different types of road. 

• Buy from an established firm or trusted seller - you can look for a trade 

association sign or for sellers that have been inspected by an independent engineer 

or motoring organisation. 

• Use secure method of payment - don’t pay anything until you have seen the car. 

Once you are satisfied with what you are buying, use a secure method of payment 

such as a credit card to ensure you are protected if something goes wrong. 
 

BOGUS BANK TRANSFERS 

Essex Police have also received reports of residents selling electronic items online such 

as mobiles and laptops to suspects who attend the address and request to pay by bank 

transfer. They will pay on the doorstep claiming that it can take up to 2-3 hours for the 

payment to go through. The payment never arrives by which time the suspect has 

already left with the goods. 

TOP TIPS 

• Arrange an instant payment - consider using 

cash or using an instant payment service. 

• Wait for the payment to go through - most 

transfers should be quite quick, don’t let the item go 

without knowing you have received the payment. 
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MOBILE PHONE UPGRADE SCAM 



FURTHER COUNCIL TAX SCAMS CIRCULATING 

As fake council tax emails continue to circulate, find below our top tips for 

spotting fraudulent emails. 

The email has clearly not 

come from an official .gov 

email address 

The email is addressed to 

the recipients email 

address, it does not refer 

to them by name as 

official correspondence 

will do 

The email encourages 

you to click on a link 

which is likely to take you 

to a malicious website 

which may steal your data 

or install malware on your 

device 

There is an element of 

urgency to put you under 

pressure to click the link 

Incorrect spelling and 

grammar can be a good 

indicator of fake emails 

Remember to Take Five 

with any unexpected 

emails: STOP 

 CHALLENGE 

PROTECT. 

 Report suspicious emails 

to 

report@phishing.gov.uk 



41 
18th June 2021 

DON’T LOSE OUT ON FAKE TICKETS 

Action Fraud is warning the public to take extra care when buying tickets for 

festivals and events online, as figures reveal almost £1 million has been lost to 

ticket fraud so far this year.  

Data from Action Fraud reveals that ticket scams equate to an average loss of £850 per 

victim, almost two thirds of whom were between 20 and 49 years old. Many fake or non-

existent tickets are sold through social media with sellers claiming to have VIP or pairs of 

tickets to sold out events. 

Spot the signs to protect yourself: 

• Only buy tickets from the venue’s box office, official promoter, or a well-known 

and reputable ticket site. 

• Avoid paying for tickets by bank transfer - especially if buying from someone 

unknown. Credit card or payment services such as PayPal give you a better chance 

of recovering your money if you become a victim of fraud. 

• If it sounds too good to be true, it probably is - be wary of unsolicited emails, texts 

or adverts offering unbelievably good deals on tickets.  
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THE SCAMMERS RENTING OUT OTHER 

PEOPLE’S HOMES 

Rental fraud continues to be an issue across the country and can affect people of 

all ages. It occurs when would-be tenants are tricked into paying an upfront fee to 

rent a property.  

In reality, the property does not exist, has already been rented out, or has been rented to 

multiple people at the same time. Criminals often use images of properties already for sale 

to create their fake listings. 

The renter loses the upfront fee they have paid and is not 

able to rent the property they thought they had secured with 

the payment. Rental fraudsters often target students 

looking for university accommodation. 

Protect yourself from rental fraud: 

• Is the advertiser genuine? 

Always use a reputable company where possible. Do not send money to anyone 

advertising rental properties online until you are certain the advertiser is genuine.  

• Moving from abroad? 

If you need to secure accommodation in the UK from overseas, seek the help of the 

employer or university you are coming to. Alternatively, get a friend, contact or relative 

to check the property exists and is available. 

• Visit the property first 

Do not pay any money until you or a reliable contact has visited the property with an 

agent or the landlord. 

• Ask for documentation 

Ask for copies of tenancy agreements and any safety certificates such as Gas 

Electricity or HMO Licence. 

• Do not be pressured into transferring large sums of money 

Transfer funds to a bank account having obtained the details by contacting the landlord 

or agent directly after the above steps have been followed. Be sceptical if you’re asked 

to transfer any money via a money transfer service like Western Union. 
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If you have any information about possible organised crime, victims of such crime or vulnerable 
people subject of exploitation, please inform Essex Police or CrimeStoppers on 0800 555111 

Stopping Child Exploitation 

This months newsletter is to coincide with the weeklong 
law enforcement campaign, starting on ##th June 20201, to 
increase awareness of Modern Slavery & Human 
Trafficking, in particular focusing upon Child Exploitation. 

Child exploitation takes many forms and this newsletter will 
cover just some of the main topics— Money Mules, County 
Lines & Child Sexual Exploitation. 

 

Money Mules 
Criminals will sometimes try and launder money through the bank accounts of innocent people 
under a number of different guises. These victims of exploitation are usually vulnerable through 
either their age (school or college), through their mental health or through their alcohol or 
substance misuse. 

The grooming can be done either in person, on-line or even through genuine looking job adverts. 
The victims are groomed through the lure of quick and easy cash but once they become Money 
Mules, it can be very hard to stop due to the criminals having all of their details and the threats of 
violence the criminals will use in order to ensure compliance.  



 If you have any information about possible organised crime, victims of such crime or vulnerable 
people subject of exploitation, please inform Essex Police or CrimeStoppers on 0800 555111 
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County Lines 
County lines is a term used to describe gangs, groups or drug networks that supply drugs from 
urban to suburban areas across the country, including market and coastal towns, using 
dedicated mobile phone lines known as ‘deal lines’. 
 
They exploit children and vulnerable adults to move the drugs and money to and from the 
urban area, and to store the drugs in local markets. They will often use intimidation, violence 
and weapons (including knives, corrosives and firearms). 
 
The dealers (often still youths themselves) will frequently target children and vulnerable adults 
to act as drug runners or move cash so they can stay under the radar of law enforcement. 
 
In some cases the dealers will take over a local property, normally belonging to a vulnerable 
person, and use it to operate their criminal activity from. This is known as cuckooing. 

The County Lines Grooming Process 

Gangs prey on the 
vulnerable and entice 
children through the offer of 
friendship, protection and 
security. 

This develops into the 
promise of reward, money 
&/or gift, if they do tasks 
for the gang in return. 

After these tests of loyalty, 
victims may be forced into 
holding large amounts of 
drugs, money or weapons. 

These exploited children 
may then be robbed, 
arrested and thus lose the 
items. They then get 
punished as a result. 

Gangs isolate the exploited 
by making them mistrust 
their families, friends & the 
authorities. After a short 
time they believe only 
their gang members care.  

1 2 3 
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 If you have any information about possible organised crime, victims of such crime or vulnerable 
people subject of exploitation, please inform Essex Police or CrimeStoppers on 0800 555111 
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Child Sexual Exploitation 
 

When a child or young person is exploited 
they're given things, like gifts, drugs, money, 
status and affection, in exchange for 
performing sexual activities. Children and 
young people are often tricked into believing 
they're in a loving and consensual relationship. 
This is called grooming. They may trust their 
abuser and not understand that they're being 
abused. Children and young people can be 
trafficked into or within the UK to be sexually 
exploited.  

They're moved around the country being 
forced to take part in sexual activities, often 
with more than one person. Young people in 
gangs can also be sexually exploited. Abusers 
use violence and intimidation to frighten or 
force a young person, making them feel as if 
they've no choice. They may lend them large 
sums of money they know can't be repaid or 
use financial abuse to control them.  

How to reporting  
Should you have any concerns about child exploitation then please report via one of these ways: 

 POLICE immediate threat to life - 999 

 To report a crime or for advice around any concerns you may have - 101 or online at 
www.essex.police.uk 

 The confidential UK Modern Slavery Helpline on 08000 121 700 or online at www.unseen.org 

 CrimeStoppers on 0800 555 111 or submit information via their anonymous online form.  

   


