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INSURANCE PLANS - ARE YOU 

GETTING WHAT YOU PAID FOR?  

Essex Trading Standards are warning residents of 

companies attempting to sell unnecessary 

insurance, warranty or care packages following a 
dramatic rise in cases. 

Typically the homeowner will receive a cold call from a company who will attempt to 
convince them to take out a package to protect their goods or part of their property.  The 
caller may have some details about the homeowner and lead them to believe that they are 
renewing an existing policy held with another legitimate organisation or have taken over the 
policy which must now be renewed.  

The cost of the policy is normally less than a couple of hundred pounds but once the bank 
or card details are obtained then the householder can find additional or higher payments 
taken. ‘Sucker lists’ are shared or sold between the companies, who are known to be 
making millions from this scam. 

Essex Trading Standards are aware of one householder targeted by one company for 6 
different plans over a 5 month period, while at the same time also being targeted by other 
companies for similar products.   

The plans are not underwritten by any third party and are not insurance products so are not 

regulated.  They are also only valid if the issuing company continues to trade and is 

contactable, which frequently is not the case.  Any claim or request for repair is only in 

accordance with the terms of the plan, which can be extremely restrictive, or require a large 

excess to be paid by the householder which more than covers any costs. 

Remember: never engage with this type of cold call and do not provide any banking or card 

details to anyone over the phone. If you believe that you do have a legitimate policy due for 

renewal the company will write to you.  

You can report scams, against yourself or your relatives to: 
Citizens Advice on 0808 2231133 who will pass the details to Trading Standards. 
Also report to Action Fraud at actionfraud.police.uk or by calling 0300 123 2040. 
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RUFF TIME FOR ANIMAL LOVERS 

AS SCALE OF PANDEMIC PET 

FRAUD UNLEASHED  

Action Fraud is reminding animal lovers 
to take extra care when buying a pet 

online, as new figures show more than 

£2.5 million has been lost to criminals 

through fake pet adverts.  

Capitalising on the rise in people getting pets due to the national lockdowns caused by 
coronavirus, criminals have been posting fake adverts on social media, online marketplaces 
and specific pet-selling platforms. 

Unsuspecting victims will be asked to pay a deposit for the pet without seeing it in person 

first, with many criminals using the restrictions caused by the pandemic as a reason why. 

After the initial payment is made, more and more funds will be requested to cover 

additional costs such as insurance, vaccinations and even delivery of the pet. 

How to protect yourself 

• Do your research - especially if you’re making a purchase from a website or person 
you don’t know and trust. Look up reviews of the website or person you’re buying from. 
Or check the seller’s feedback history 

• Trust your instincts -  if you’re unable to view the animal in person, ask for a video 
call. If you’re buying a young animal, make sure you’re able to see the mother and rest 
of the litter. Any responsible seller will understand why you want to view the animal in 
person. If the seller declines, challenge them on why. If you have any suspicions, do 
not pay any money until you’re certain it’s genuine. 

• Choose your payment method wisely - always avoid paying by bank transfer. Credit 
card or payment services such as PayPal give you a better chance of recovering your 
money if you become a victim of fraud. 

• If things go wrong -  Anyone can fall victim to fraud. If you think you’ve been a 

victim of fraud, contact your bank immediately and report it to Action Fraud online 

at actionfraud.police.uk or by calling 0300 123 2040.  

https://www.actionfraud.police.uk/
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Cable Theft 
Having trouble with your internet connection? 

It could be your router, or atmospherics, too many 
people on your band width or someone has actually 
stolen the broadband cable !  

Organised crime gangs are going around and stealing 
the underground broadband cables due to the high 
value of copper at present  —  £4000 per ton.  

Last year in Essex alone 12,000 homes were affected 
by the theft of broadband cables. This can then mean 
up to a 2 week wait before the cable can be replaced 
and the customer is connected back to the internet. 

For this reason, Essex Police are working with British 
Telecom and Openreach in order to try and stamp out 
this crime through target hardening and raising 
awareness of this crime. 

How do they steal underground cable? 

BT and Openreach access their cables through 
manholes throughout their entire network. The 
criminals find a quiet road, often in a rural setting, and 
lift a manhole cover. They then cut through the cable 
and attach the cable to a 4 wheel drive vehicle. Then 
then literally drive off and drag the cable out of the 
manhole.  

The cable, which could be as long as 150 metres and 
weighs 2.2tons is then dragged behind the vehicle for 
often several miles to a quiet farmers field where it is cut 
up into manageable lengths. 

 Whilst the cable is being dragged, it whips around and 
due to it’s sheer weight, it often causes damage to road 
signs, parked cars, buildings and would cause severe 
injury to anyone walking by at the time.   
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If you have any information about possible organised crime, victims of such crime or vulnerable 
people subject of exploitation, please inform Essex Police or CrimeStoppers on 0800 555111 
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Organised Crime Newsletter 

Before this cable can be sold to a scrap dealer, the cable is 
the stripped of it’s plastic covering in order to make it 
unidentifiable. This is either done via a mechanical process, 
using a machine like the one shown below or by setting fire to 
the cable and melting off the plastic covering. When burning 
the plastic gives off a very distinctive thick black smoke as see 
in the picture below.  

Offence Times 

Most offences reported have occurred overnight, however it 
has been known for Organised Gangs to set up fake 
roadworks, with road signs, cones and Hi-Viz jackets in order 
to commit these offences during daytime.    

How to report possible offences, concerns or to give 
information 

If you have any information about people involved in cable 
thefts, you are not sure if roadworks are genuine or you see 
the distinctive smoke, please report this via one of the below 
methods.  

If possible please try and obtain any vehicle index numbers of 
any suspicious vehicles. 

BT have their own dedicated helpdesk for reporting possible 
offences or for giving information  —  0800 321 999 

Essex Police via 999 for offences being committed at that 
time or via 101 or online at www.essex.police.uk 

CrimeStoppers in order to give information anonymously  —  
0800 555 111 
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SCAM  CALLS FROM ‘MATCHING’ 

PHONE NUMBERS 

Residents are warned to be vigilant of scam calls that appear to be coming from 

numbers similar to their own. 

Commonly, the first seven digits (07nnnnn) 

match the individual’s own number. The calls 

impersonate well-known government 

organisations, or law enforcement agencies, 

and will ask the recipient of the call to “press 

1” in order to speak with an advisor, or police 
officer, about unpaid fines or police warrants.  

There are reports of individuals receiving 

these types of calls, and messaging, via 

widely-used messaging apps, such as 

WhatsApp.  

Protecting yourself from phone scams: 

• Who is really calling?  
Government and law enforcement agencies will not notify you about unpaid fines or 
outstanding police warrants by phone call or text. Do not respond to any calls or texts 
you receive about these. 

• Take Five 
Always take a moment to stop and think before parting with 
money or your personal information, it could prevent you from 
falling victim to fraud. Remember, it’s okay to reject, refuse or 
ignore any requests. Only criminals will try to rush or panic 
you. 

• Report it 
If you receive a suspicious text message, you can report it by 
forwarding the message to 7726 free of charge. Suspicious 
telephone/mobile calls can be reported to Action Fraud via 
their website: police.uk/report-phishing 


